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Threat Model
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KSS Q.I ZII_ 7'“%”2:' E?_I- Threat Model
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master api sched c-c-m etcd node kubelet K-proxy

Control Plane Data Plane
Identity and Access Management Image Security
Data Encryption and Secrets Management Network Security
Infrastructure Security Runtime Security
Pod Security Detective Controls
Multi-tenancy Incident Response and Forensics
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SELinux(Security-Enhanced Linux) it

. Mandatory Access Control (MAC) . Label & Type Enforcement

@ oY, Z2MA, ZE So| M2 @ securityContext

B3 A Z2 M A0 Policy H& securityContext:
seLinuxOptions:
# Provide a unique MCS label per container

MLS or MCS # You can specify user, role, and type also
# enforcement based on type and level (svert)
Label - User, Role, Type, Level level: s0:c144:c154
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SECCOMP(SECure COMPuting mode)

@ system Call of CH$H X5t
@ Container 7} A2|= 8l

@ SeccompDefault

Runtime Security

Application

GNU C Library

securityContext:
seccompProfile:
type: RuntimeDefault

Seccomp

System Call Interface
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AppArmor(Application Armor) Runtime Security

& Mandatory Access Control(MAC) v TZMNAEH HOF T2d

[ —

apiVersion: v1

kind: Pod

metadata:
name: hello-apparmor
annotations:

# Tell Kubernetes to apply the AppArmor profile "k8s-apparmor-example-deny-write".

container.apparmor.security.beta.kubernetes.io/hello: localhost/k8s-apparmor-example-deny-write
spec:

containers:
- name: hello
image: busybox
command: [ "sh", "-c", "echo 'Hello AppArmor!' && sleep 1h" ]

aws
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Container Image £tz image Security

@ Basic scanning @ Enhanced scanning
Basic scanning allows manual scans Enhanced scanning with Amazon provides
and scan on push automated continuous scanning. Inspector
of images in this registry. This is a identifies vulnerabilities in both operating
free service system and programming language(such as

python, java, Ruby etc.) packages in real time

Image Scanning  Elastic Container Registry

VPC

@ Private subnet

Open Policy Agent

OPA - White 2|2 E 7[8tO| Registry H& OPA - Sign =l Image Bt 5{&
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Image x Qi E?_l‘ Image Security

D Team-A/Web_Base
JHEE-A = >
E
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Container Image

@ Team-B/Web_Base

& E-B —

A 4

;

Elastic Container Registry
https://123456789012.dkr.ecr.ap-northeast-2.amazonaws.com
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A 4
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Balancing
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4 Hot

Image Security

"Version": "2012-10-17",
"Statement": [{
"Sid": "ECR Repository Policy",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/username"
Il
"Action": [
"ecr:Describelmages”,
"ecr:DescribeRepositories"
I
"Resource": [
"arn:aws:ecr:region:account-id:repository/repository-name"
]
H




Image x‘l Qi E?_I' Image Security

Inspector(Enhanced Scanning) C\Q
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EKS Q-Z::)l 0‘" A‘I Q_I IAM IAM Security

-

Node Node Node Node
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AWS KMS AWS Secrets Manager GuardDuty Amazon Inspector AWS CloudTrail Amazon CloudWatch AWS Config AWS Systems Manager
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IAM Security

K8S User & Service Account

- User Service Account
SRCKS OlI=
(& 2)
| of | — Il o | user sa IV
MEXAZZ2 OF Of = 2|#H| oM

K8S = “Authentication”S 9|}
INQAL mESsD QX Cluster (& D ) role Binding
% O H “Authorization” Bt =3 Role Binding \_ crote crole

A

4

Cluster -
= 8) (¢
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IAM Security

IAM Authenticator 2| Q1= 1}

sts:GetCallerldentity

AWS-IAM-Authenticator
Server

!

}

AWS STS

Id Token 29I

‘ K8S User =9l

! K8S Action ‘

Action + Token

kubectl

2 Syt
Token &&= ‘
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Client
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IAM Role for Service Account(IRSA)
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Network Policy

“ To ﬁ To
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Network Security

policyTypes
Ingress or Egress

ipBlock - CIDR
ports — Protocol + Port 1=

namespaceSelector
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Network Security

Security Group for Pod

: e % iptables kernel api Resource Cont
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SecrEt - KMS % %-g--él-_l' I'§§I. Data Security

kubectl create secret generic ‘ =22 ‘
test-creds --from-file=test- > S il > :
creds=./test-creds — = =
KMS:encrypt .
i AWS KMS CloudTrail

(%)
kubectl : [ 95 ). [

api ME [ \ pod

= =

secret
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SecrEt — KMS % %-g--él-_l' o=|'§§ Data Security
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kubect| create secret DEK 2USoIE Secret
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Y
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Data Security
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