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FHYE|A - 7§ 5 (Chasm) = H0

—— The Early
Market

‘ The Mainsteam Market

ChEV \

=

Early Early Late
Adopters Majority Majority

2,5% 13,5% 34% 34% 16%

Innovators Laggards

Source: Crossing the Chasm, Jeffrey Moore
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KUBERNETES HAS CROSSED
CLOUD NATIVE THE ADOPTION CHASM

ANNUAL

OF ORGANIZATIONS
ARE EITHER USING OR
EVALUATING KUBERNETES

SURVEY
2021

The year Kubernetes crossed the chasm

OF RESPONDENTS USE CERTIFED KUBERNETES
HOSTED PLAFORMS. THE MOST POPUALR IS AMAZON

EKS
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Amazon EKS 00| 12§|0|/d & HH

@ % 2aAF #7F TN

S8 B ZAL N, AHOY, 2% Z2AE 2% HY
A k8s & Tools, Persistence, Database, CONH &0 &

@ oliZ2IAH 0| M /g mef
D Of = 2| 0| H|Sf At&(Stateless and Stateful Application)
Cl/CD &+, Hi{ = mtOo|=2}Ql, HfZE F7|

Ingress, Monitoring, Traceability, Logging

@ S22 C Hi= Lot 2R

VPC design, Secret Management Solutions
|dentity Management, Networking/DNS

@ S 2H =31E 27

- O :
'LCL=>| 7|' 7<| A k8s Resource and Persist volume S| 2ot
Velero, Portworx &

Assess
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« Networking

« Security

« Monitoring

« Governance

@ EKS OF7|EA Hol

« EKS Control Plane Architecture
« EKS Data Plane Architecture

@ °l=2} 714 (Infrastructure As Code)

« EKS Cluster with High Availability

<
o)
=
ﬁ.
™

- Storage
e
XI_‘| =1 7:” (=) _/Ik_ F_I;I « Compute
— B - Auto Scaling
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Migrate & Modernize

[tot
oSt
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@ Zisioj o|ojx| ofo]12jo]

Public Container Image, Private Container Registry O|7

@ Giojg Ex
« Kubernetes Resource/Manifests « Data Stores
« Kubernetes Persistence Volumes

@ oiZz[Ao]d =

- Continuous Integrations/Delivery Pipelines

@ HiA= U M

« Integration Test - Cutover

@ =xst

« EKS Cluters Fine Tuning + Cost Optimization
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Upstream Kubernetes
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Highly available
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Integrated

«AWS MH|AZ1F &8 (VPC, Elastic Load Balancing (ELB),
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AWS Managed VPC
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—

Amazon EKS G| O] E
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=) EKS owned ENI

EKS own

-

=

Custpmer VPC
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Amazon EKS Cluster Endpoint - Public

kubectl

46E8024.eks.amazonaws.com

Public IP

Internet
gateway
Internet
gateway

@)
()
N2

1=

.............. O P ...
L
||||||||||||| e
| () o
I —
| = a
_ =
: o
'~ B -
8 il
1 o
Ly e
: =
_Ro
|
1 (7]
c
: 2
I St
i = £
............. I 2
Rtk = g
o)
| 5 =
I (Vp) 8
o | el i 5
| a5 J
o , 8r < £
> 1 o B 4
R B -8 g
o ! o w
= L > 8
c I D - =
c ! Q c
= | £ S
et m
v ! =) <
T S es—— ||||.W ||||||||||||||||||||||||||||||| ] N
< U] Q
©

aws
S



Amazon EKS Cluster Endpoint - Public Private

U ol adod 4 R e 46E8024.eks.amazonaws.com
718 A1 . 718 99 2 . 718 9 3 _
- . PR Public IP
{ APl A{H{ L { API A H{ L { API A H @
j:t . {:} : i{:} Internet —=
— — kubectl

1
:
: gateway
1
1

PRNCAT E Private bostlpd zone E
: 46E8024.eks.amazonaws.com !
: = EKS jowned ENI ]
4 1

_______________

kubelet kubelet

|
|
i | g
bele i bel
kube-proxy i kube-proxy

-proxy, 1 proxy,
: i:F
|

__________________________________________

kube-proxy

_____________________

C?stomer LA EKS owned ENI """ """ "7 """~ T '

|
: |
: |
: 1
: |
: |
: |
: |
: 1
: 1
' |
1
: kubelet :
belel |
: |
: |
: |
: |
: |
: 1
: 1
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Amazon EKS Cluster Endpoint - Private

AWS Managed VPC VPC Endpoint
72 A9 1 718 94 2 718 949 3 com.amazonaws.<region>.ec2

com.amazonaws.<region>.ecr.api
com.amazonaws.<region>.ecr.dkr

1
I
I
I
:
1 .
APl A{H] : com.amazonaws.<region>.s3
:
1
1
T
I
I

com.amazonaws.<region>.logs
com.amazonaws.<region>.sts
com.amazonaws.<region>.elasticloadbalancing

i { API A H|

0

EKS-owried ENI EKS owneid ENI = ,
5 prey
I kubectl
: || -

kubelet

\/
kube-proxy

= EKS owned ENI

b o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e =

y Private hosted zone :
1 1
: D 46E8024.eks.amazonaws.com !
: !
| 1

1
I
1
I
. )
I
1
1
I
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Self-Managed = E 1 &

Custom AMI £ 0| &
AutoScaling Group 2% 22|
Osofl tist 7|2 g, TiX[of CHSk

P EE T
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Managed = E &

Z| 49| EKS Optimized AMI &
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AWS Fargate
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EKSO]| A{2| Auto Scaling

@

A

Metric hpa

Metric Server HPA Controller

\h7 v A
S SN S
:\) 5 = C=3] = 0O 2
23 S =5

-

MZ2 Pod !

o oRn R0

vCPU vCPU vCPU vCPU

> ReplicaSet >
( ) )
AE S Tk
J

vCPU

vCPU

vCPU

vCPU

vCPU vCPU vCPU vCPU

Pending Pod Cluster Auto Scaler

aws
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’__________________________-

o ——————————————— -

Human User

Service Account

A —————————————————— -

N ———————————————————————
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FHYE|2 RBAC

Service
User Account
> — — <
- Of = 2| 7] 0]
uster . .
Role Binding D) Role Binding
crb
( 2 ( )
Cluster ) Cluster Role . @ ) Role . NameSpace
II--?'; c.role xl--?';
\ Y, L W,
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Amazon EKS - Q1= 217}

https://eks.ap-northeast-2.amazonaws.com

apiVersion: vl
kind: Config

preferences: {} ter'name Summit'demo

<[> | ——

— name: arn:aws:eks:ap-northeast-2:
users:

v

A

Pre-Signed URL

kubectl QEt no https://sts.ap-northeast-2.amazonaws.com/?Action=GetCallerldentity&Version=2011-06-

15&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-
Credential=AKIAS2UVHOAUQXBNCUL3%2F20220214%2Fap-northeast-
2%2Fsts%2Faws4_request&X-Amz-Date=20220214T092957Z2&X-Amz-Expires=60&X-Amz-

A SignedHeaders=host%3Bx-k8s-aws-id&X-Amz-
Signature=57044f1f51ef1edf6daf2bdc7b4b6701608d580b61a288a43339041601c947e5

_J

=)

EKS Service endpoint
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_____________________________________________________________

Authentication

sts GetCallerldentity

- Bearer Token (Pre-signed URL)

.

- k8s Actions Token Revie
< > > Webhok R
Token Authentication =
< e < aws-iam-authenticator server *
Allow/Deny Token Review: validate )
______________ s S 4 { AWS Identity and

z S |
/ { Voo "Userld": "SAMPLEUSERID", Access Management
: Allow/Deny "apkg%lu'ﬁe uthen‘tl cation.k8s.ioiv1", k8s "Account": "12345678",
' "Wilk8s TAiction: WI ' "ArdAMn:aws:iam::123456:
: "status”: { At subjet ) l
I v "authenticated": trueI : USEI‘/I‘O e
' "user": { I
! e": "iam- adn in", apiVersion: vl
| K8S RBAC 7 masters" v kind: ConfigMap
! ) :// . metadata:

A uuuuuuuu ": "hit :
i } B pS: X?O‘ zzmgépace kube-system
| 1 N o
‘.‘ : } ! data:

: i B mapRoles: |
' S . - rolearn: arn:aws:iam:::
i il inelinge : : username: iam-admin-{{SessionName}}
: : i groups:
: c c o a
'. Authorization I

A e R O e e e e e e e e e e e e e e e e e e e

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Pod & IAM 2} (IRSA)

Worker node VPC

R A
Amazon <§> i['m']i Amazon
RDS 'y = ElastiCache
A

A

Availability Zone

I. Worker node

Sec group A Sec group B

Pod A .‘i Pod B .‘i
pod pod
IAM role A IAM role B

\\ //

Node IAM role

aws
S
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Worker node VPC

RDS

Availability Zone

Amazon Rgz
=)
74 N
A

i["!—‘ﬂ']i Amazon

A

= ElastiCache

A

. Worke

Sec group A

Service Account
for RDS

r node

Sec group B

~—
@@ ©
pod pod

Service Account
for ElasticCache

Node IAM role
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- I 4 I

Container 1 to Container 2

Container-1 Container-2 Container-3 Container-4
172.16.10.10 <—> 172.16.10.11

Container 1 to Container 4

(®) poan st s menn | (@) IEGHED

ae
= 172.16.10.10  (i=) vethO | 172.16.10.11 (=) vethO | 172.16.11.10 () vethO | 172.16.11.11

ENI )

IIIIIIIIII ENI )

10.0.0.10 10.0.0.11

Overlay 4l E${3(VXLAN or IPIP)

Source 10.0.0.10 172.16.10.10

Destination 10.0.0.11 172.16.11.11

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon VPC CNI(Container Network Interface)

@ @ CNI 257} /AL R P 2= 7H/A @ ."
node N
ubele v

VPC CNI L-IPAM pod
Warm IP Pool

AWS Node
g T T @
CNI S5{19215 AH8ot= OHE = VPCet & Lot ZHHSE D OhN sl GitHubOllM |X| 2| &=
7|2 VPC HESZ FAE LtETH It HEYZ QI AA ED2ME
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https://github.com/aws/amazon-vpc-cni-k8s

Amazon EKS VPC CNI Y| E$HZ

7

Container-1

a
10.0.0.100

Primary IP = 10.0.0.10

Secondary IP = 10.0.0.100
Secondary IP = 10.0.0.101

aws
S

|

Container-3

p s
Container 1 to Container 2
Container-2
10.0.0.100 <+—» 10.0.0.101
|[1111] ]
Container 1 to Container 4
vethO | 10.0.0.101
| =
CNI
ENI N L1001l i
g L
Overlay 7| O}l &8t vpC H ESZ

vethO | 10.0.0.110

I

Container-4

vethO | 10.0.0.111

ENI

=)

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Source 10.0.0.100

Destination 10.0.0.111

Primary IP = 10.0.0.11

Secondary IP =10.0.0.110
Secondary IP =10.0.0.111



Amazon VPC CNI 211912 St |l ot= 7l

HXIP (SECONDARY IP)

mb5.large
e | ZIc HER3 QE{ho] AT QE{ho] AT
OIE{H| O] A %= =Zzto[4l IPv4 IPv6
1x ENI IP = AL AN
9x secondary IPs
----------------------------------- m5.large 10
1x ENI IP =

9x secondary IPs

Max Pods = ENI x (ENI & X|&5t= IPv4 7%= -1) + 2

Of: m5.large, ENI = 3, ENI & X|2I5}= IPv4 7H3= = 10
= 3x(10-1) +2=29
J @ Z ENIC| X WA Ip= TIEE Qo) AFSE £ 8IS

@ =2AE YEQ3 23 27 otE E8 7§ (AWS CNI2} kube-proxy)

1x ENI IP
9x secondary IPs

https://qgithub.com/awslabs/amazon-eks-ami/blob/master/files/eni-max-pods.txt

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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https://docs.aws.amazon.com/eks/latest/userguide/choosing-instance-type.html

Amazon VPC CNI &2{1¢Q1= St Z|C| "= 7|4~

HEA 212 (PREFIX DELEGATION)

mb5.large
4 | A YEYA | QIE{HO|AT | QIE{H| O] AL
1x ENI IP QIE{m| 0| A == Z2to| 8l IPv4 IPv6
= LY Fh 4

9x delegations

"""""""""""""""""""""" m5. large 10
1x ENI IP
9x delegations = - Ct X| Sl &= A
New Max Pods = ( ENI x (ENI & X|&5S}= IPv4 7l -1) ) x 16
Of: m5.large, ENI = 3, ENI & X|&5t= IPv4 7= =10
1x ENI IP 3x(10-1)x16 =432
9x delegations =
\_ / MAX IPs # MAX PODS
=E G IP 34 5 57t o 30vCPU O SIAEAE 11092 X,
(EF, Nitro system A € instance 2h 0|2] RE QIAEIA L= 2500] Z|CHZk

kubectl set env daemonset aws-node -n kube-system ENABLE _PREFIX_DELEGATION=

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Security Group for Pod

Your VPC IPv4: 10.0.0.0/16
IPv6: 2001:db8:1234:1a00::/56

IPv4: 10.0.0.0/18
IPv6: 2001:db8:1234:1a03::/64

PRIMARY IP: 10.0.0.20

SECONDARY IPs:
- 10.0.0.101

10.0.0.101 10.0.1.203 10.0.2.123 -10.0.1.203
-10.0.2.123

PRIMARY IP: 10.0.0.30

100164 100032 100.267 SECONDARY IPs:
-10.0.1.64

- 10.0.0.32
-10.0.2.67

Worker node

kubectl set env daemonset aws-node -n kube-system

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Your VPC IPv4: 10.0.0.0/16
IPv6: 2001:db8:1234:1a00::/56

IPv4: 10.0.0.0/18

10.0.0.101 10.0.1.203 10.0.2.123

SG-4
Branch ENI

10.0.164 100032 10.0.267

Worker node

IPv6: 2001:db8:1234:1a03::/64

PRIMARY IP: 10.0.0.20

SECONDARY IPs:
-10.0.0.101
-10.0.1.203
-10.0.2.123

Trunk
PRIMARY IP: 10.0.0.30




AWS Load Balancer Controller

ALB <— ———————— > Ingress NLB

Cluster IP/Nodeport Loadbalancer/External IP

TargetGroupBinding TargetGroupBinding

https://github.com/kubernetes-sigs/aws-load-balancer-controller

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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https://github.com/kubernetes-sigs/aws-load-balancer-controller

HESHI 25 ETA Z2H|X'S

kind: Service
apiVersion: v1
metadata:
name: nginx-service
namespace: ingress-nginx
annotations:
service.beta.kubernetes.io/aws-load-balancer-backend-protocol: tcp
service.beta.kubernetes.io/aws-load-balancer-cross-zone-load-balancing-enabled: “true”
service.beta.kubernetes.io/aws-load-balancer-type: "external”
service.beta.kubernetes.io/aws-load-balancer-nlb-target-type: “instance"
service.beta.kubernetes.io/aws-load-balancer-scheme: internet-facing
spec:
type: LoadBalancer
selector:
app: nginx
ports:
- name: http
protocol: TCP
port: 8080
targetPort: 80

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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kubectl apply —f

o 1

;
NLB provisioning -

(=]=]=]

Cloud controller manager

Service controller

. AWS Managed EKS VPC Your VPC

AWS Load
Balancer
Controller
Worker node Worker node Worker node
Data plane

service.beta.kubernetes.io/aws-load-balancer-type: "external"

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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kubectl apply —f

)
0 NLB provisioning

. AWS Managed EKS VPC Your VPC

Cloud controller manager

Service controller

AWS Load
Balancer
Controller

Worker node

E:% 20
.
Listener

l— Target group

NodePort

Worker node Worker node

Data plane

service.beta.kubernetes.io/aws-load-balancer-nlb-target-type: instance

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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kubectl apply —f

o 1

;
NLB provisioning Dé}g

. AWS Managed EKS VPC Your VPC Listener

Target group

Cloud controller manager

Service controller

AWS Load
Balancer
Controller
Worker node Worker node Worker node
Data plane

service.beta.kubernetes.io/aws-load-balancer-nlb-target-type: ip

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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apiVersion: networking.k8s.io/v1betal
kind: Ingress
metadata:
name: echoserver-ingress
namespace: echoserver
annotations:
alb.ingress.kubernetes.io/security-groups: sg-010fc3455c¢73f0a58, sg-049e€999c68a291976
alb.ingress.kubernetes.io/target-type: ip
alb.ingress.kubernetes.io/scheme: internet-facing
alb.ingress.kubernetes.io/group.name: webapp
kubernetes.io/ingress.class: alb
spec:
ingressClassName: alb-ingress-class
rules:
- host: echoserver.example.com
http:
paths:
- path: /*
backend:
serviceName: echoserver-svc
servicePort: 80

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

apiVersion: networking.k8s.io/v1beta1l
kind: IngressClass
metadata:
name: alb-ingress-class
spec:
controller: ingress.k8s.aws/alb
parameters:
apiGroup: elbv2.k8s.aws
kind: IngressClassParams
name: awesome-class-cfg
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kubectl apply —f

%
£l
. AWS Managed EKS VPC

Cloud controller manager

Service controller

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

HHE{ A 2 H| X

ALB provisioning

|

Your VPC

AWS Load
Balancer
Controller

Worker node

Bistenert----=--~=======-

Target group

Worker

Data plane

node Worker node

-- Ingress rules
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kubectl apply —f

28
.:g ALB provisioning .§
SN So

. AWS Managed EKS VPC Your VPC o { Ingress rules (App1)

Ingress rules (App2)
Target Group 2

Cloud controller manager

Target Group 1
Service controller
AWS Load

Balancer
Controller Worker node Worker node
Worker node
alb.ingress.kubernetes.io/group.name: webapp
Worker node Worker node
Data plane
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon EBS csi driver

o kubernetes-sigs/aws-ebs-csi-driver

Amazon EFS csi driver

O kubernetes-sigs/aws-efs-csi-driver

Amazon FSx for Lustre csi driver

Container Storage Interface
g O kubernetes-sigs/aws-fsx-csi-driver

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon EFS with EKS
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CHE| Z[CH 90%77HK| R2 7HH42 2 K&

I @ 2=2H 31
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